Brown’s Creek Watershed District
Electronic Records Management and
Electronic Signatures Policy

Adopted as amended January32,2022

The Brown’s Creek Watershed District (BCWD) Board of Managers adopts the
following policy as part of its effort to ensure the sound administration of BCWD
business and continued focus of BCWD resources on protection and improvement of
the water resources in the Brown’s Creek watershed.

Pursuant to Minnesota Statutes sections 15.17, subdivision 1, and 138.17, the- BCWD
makes and preserves all records necessary to ensure a full and accurate accounting of
the BCWD'’s official activities. To facilitate effective management of its records, the
BCWD has adopted theattached-a updated-records retention schedule, governing the
retention and disposal of records created by the-BCWD, in 2015.

In keeping with the direction of the Uniform Electronic Transactions Act, Minnesota
Statutes chapter 3251, the-BCWD has determined that it will create, retain and store its
records - current and historic - in electronic form to the greatest extent possible.
Records may be transferred to the state archives in accordance with the approved
Records Retention Schedule in hard-copy form. ¥he- BCWD's records retention schedule
includes indication of whether records will be retained in hard copy or electronic form.
Conversion of historic documents will be conducted in compliance with the BCWD's
Records Retention Schedule, and will be completed in a manner that ensures that the
BCWD—S data remain access1ble for purposes of Comphance with the Data Pract1ces Act.

Use of Electronic Signatures

1. BCWD may accept and utilize electronic signatures that create digitally authenticated
signatures - those that produce “an electronic sound, symbol, or process attached to
or logically associated with a record and executed or adopted by a person with the
intent to sign the record,” Minnesota Statutes section 325L.02(h) - as ascertained by
the BCWD administrator on advice of counsel as to compliance with applicable law,
provided that such electronic authentication further includes the date and time of the
signature, the signatory’s internet protocol address, and attribution of intent of the
signatory to sign.

2. BCWD may utilize scanned handwritten signatures as electronic signatures on
contracts and agreements committing BCWD to no more than $5,000 in expenditures
when such expenditures are to be paid only after receipt of goods, supplies or services
to be rendered.

3. Forms of electronic signatures unacceptable for BCWD use include:
35



a. An image of a signature placed into or on a document by digitally pasting the
image into the document, unless such signature image is digitally authenticated;
or

b. A signature created by typing the name of the person into the document;

c. An electronic acceptance of terms and indication of intent lacking authentication
(e.g., website check box);

except that BCWD may accept such electronic signature forms en-for regulatory
permit—applications, property-owner authorizations and permits, where the
administrator confirms the intent of the applicantsignatory to submit the
document for the purposes therein.
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