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Board of Managers

BCWD Computer-Use Policy
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General Information

This policy defines the appropriate use of technology resources provided by Brown’s
Creek Watershed District to its managers and administrator. BCWD provides
technology resources for purposes of efficient and effective conduct of BCWD business.

This policy also serves to protect the security and integrity of BCWD’s technology
resources by providing the BCWD managers and administrator with necessary
information and guidance on appropriate and safe use of BCWD-provided computers
and associated technology resources, such as software and access and support services.

This policy applies to hardware (e.g., computers, including tablets and laptops; cellular
telephones), software and services (e.g., wireless network connectivity, telephone
service) provided to the BCWD managers and administrator at BCWD expense
(altogether, BCWD Technology Resources). BCWD does not cost share with or provide
reimbursement to managers or the administrator for use of personal technology
resources, and such resources are not within the scope of the term BCWD Technology
Resources or this policy.

BCWD Technology Resources are the property of BCWD. BCWD Technology Resources
are provided exclusively for the use of BCWD managers and the administrator to
conduct BCWD business, and may not be used by any other individual or organization.

Data related to BCWD business are government data, as that term is defined in the Data
Practices Act, Minnesota Statutes chapter 13. Data resident on or accessed through
BCWD Technology Resources may be subject to disclosure require by law, and BCWD
reserves the right to inspect without notice all data, emails, files, settings or other
elements of BCWD Technology Resources, including personal information resident on
BCWD Technology Resources.

Personal Use

Reasonable incidental personal use of BCWD Technology Resources is allowed but
should never preempt or interfere with BCWD business, may not result in increased
cost to BCWD and may not compromise the security or integrity of BCWD business or
BCWD Technology Resources. All use of BCWD Technology Resources, including
personal use, must adhere to provisions in this policy, including the following:
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e Personal files should not be stored on BCWD computers. “Personal files,” as used
herein, includes but is not limited to personal documents, spreadsheets, photos,
media files (.mp3, .wav, .mov, or any other file created by copying a-cempact-€isk

{EDB)-or-digital-video-disk(BVD)n electronic storage device).

e BCWD Technology Resources must not be used for commercial purposes, to
conduct personal business or in pursuit of personal business interests, including for-
profit and not-for-profit ventures, political activities or other uses deemed by the
Bboard of Mmanagers to be inconsistent with BCWD and related purposes. If there
is any question about whether a use is appropriate, it should be forwarded to
Bboard of Mmanagers for a determination.

Hardware

Persons to whom BCWD Technology Resources are issued are responsible for the
proper use and care of such equipment. Only BCWD managers and the administrator
may use BCWD Technology Resources. Use of BCWD Technology Resources by family
members, friends or others is prohibited.

The BCWD administrator is authorized and directed to dispose of obsolete, unneeded
BCWD Technology Resources in accordance with best practices for ensuring
preservation of BCWD data in accordance with applicable law and removal of BCWD
data to prevent unauthorized use or disclosure.

Software

BCWD will provide software required for conduct of BCWD business. Additional,
different software may not be downloaded or installed via or onto BCWD Technology
Resources without authorization of the bBoard of Mmanagers. Updates for software
installed and utilized by BCWD and issued by the publisher should be installed.
Unauthorized code, programs or software, equipment, downloads, or other resources
may be removed by BCWD from BCWD Technology Resources at any time.

Email

Manager and administrator emails (including those that are personal in nature) will be
subject to determination as to whether they are governmental data for purposes of the
Data Practices Act and may be subject to discovery in litigation. Managers and the
administrator must adhere to these guidelines when accessing, using and sending email
on or via BCWD Technology Resources:

e Never transmit an email that you would not want other BCWD officials, the
administrator or the media to read or publish (e.g., avoid gossip, personal
information, swearing, etc.).

e Use particular discretion when corresponding by email on confidential
communications (e.g., letters of reprimand, correspondence with counsel).
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e Any email attachment or links from an unknown sender should not be downloaded
or accessed. Junk or spam email should be deleted without accessing or opening.

e Do not use harassing language (including sexually harassing language) or any other
remarks, including insensitive language or derogatory, offensive, or insulting
comments or jokes.

Data Retention

Electronic government data constituting official BCWD records must retained in
accordance with the BCWD Records Retention Schedule. BCWD Technology Resources
provided to the managers and administrator will not be automatically or routinely
backed up. Data files may be temporarily stored on BCWD Technology Resources in a
manager’s or the administrator’s possession. But the official records of BCWD will be
maintained by the administrator on computer storage media physically located at the
BCWD business office and maintained by BCWD.

Personal Devices

BCWD managers and the administrator may choose to use personal equipment to read
or compose email or access BCWD data. Managers and the administrator understand
that using personal equipment to conduct BCWD business may subject such personal
devices to discovery in litigation or data requests, and agree to grant access to their
personal devices when legally required.

34



